Audit Trails

The VeriSign Unified Authentication solution records all significant events by
transaction. The service creates audit trails for all OTP transactions, including passed
and failed validations, activations, and PIN resets. It also creates audit trails for PKI
transactions such as requesting, creating, and revoking certificates.

User-administration audit logs record functions executed by individual administrators,
and changes administrators make to the registration-authority (RA) configuration are
logged in a policy file. Also, audit records are maintained independently in multiple
media depending upon the sensitivity of the event, and reconciliation of the audit trails
is periodically verified. All audit logs are subject to retention policies that meet or exceed
industry standards and are examined at least weekly for significant security and
operational events. In addition, VeriSign reviews its audit logs for suspicious or unusual
activity in response to alerts generated within VeriSign Unified Authentication systems.
Should significant security-related events occur, VeriSign alerts the enterprise’s designated
information-security contact.

Application Integration

As discussed earlier, the VeriSign Unified Authentication solution provides a truly open
architecture based on industry standards such as LDAP, RADIUS, X.509, and Public Key
Cryptography Standards (PKCS). The VeriSign solution leverages these standards to
interoperate automatically with a number of network and business applications that
require authentication, such as Internet Protocol Security (IPSec) and Secure Sockets
Layer (SSL) VPN that natively support both X.509 and RADIUS-based authentication.
(See Figure 5 below.)

Figure 5: Unified Authentication: Application-Integration Support

For applications in this figure that do not natively support RADIUS or PKI, the Unified
Authentication solution provides a set of custom agents. These agents are built on top of
the solution’s validation application programming interfaces (APIs).

Finally, VeriSign also provides a small validation software developer kit (SDK) in C or
Java that allows IT developers to integrate VeriSign two-factor authentication into their
custom application environment.
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+ Solution Scenarios
This section describes some of the typical solution scenarios for VeriSign Unified
Authentication.

Secure Remote Access

With an increasingly mobile workforce, secure remote access to employees is becoming
an essential I'T requirement. Remote access is typically provided using traditional IPSec
VPN or the newer SSL VPN appliances.

Most VPN products (IPSec and SSL) natively support RADIUS-based authentication as
well as certificate-based authentication. To configure a VPN box to accept PKI-based
authentication, an enterprise typically needs to configure the root CA in the VPN
management consoles. For OTP authentication, the enterprise can point to the Unified
Authentication validation proxy, possibly specifying a backup proxy if more than one
proxy instance is deployed within the enterprise.

Figure 6 shows the typical deployment for secure remote access using the VeriSign
Unified Authentication solution. End users can use the solution’s default self-service
console. Support staff can use the solution’s help desk console to manage the tokens for
those users.
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Figuire 6: Application Scenario: Secure Remote Access
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Banking Web Application

To provide additional security, financial institutions frequently want to enable premium
customers to use two-factor authentication to access their online accounts. In the
scenario illustrated here, the bank has an existing sign-up process for online banking and
wants to provision tokens as part of the sign-up process. It also has a self-service portal
for end users as well as a help-desk console for its customer-service representatives.

As seen in the Figure 7, the bank uses various VeriSign Unified Authentication APIs to
integrate provisioning, self-service, and help-desk functionality for Unified
Authentication tokens into its existing Web consoles/applications.
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Figure 7: Application Scenario: Web Application

Depending on the Web application’s specific environment, the bank can use one of the
following approaches for OTP validation:

« If the bank application is a J2EE application, the bank can use the Unified
Authentication Sun Microsystems® Java Authentication and Authorization Service
(JAAS) module for OTP validation. J2EE natively supports PKI validation.

+ The VeriSign Unified Authentication solution integrates with leading
access-management products either natively (such as Netegrity® SiteMinder®
via the XAuthRADIUS authentication scheme) or via custom agents, such as the
Unified Authentication solution’s Computer Directory Assistance System (CDAS)
module for IBM’s Tivoli Access Manager). If the bank application uses one of these
access-management products, it can leverage this integration to support two-factor
authentication.

If the bank has a custom Web-application environment, it can use the Unified
Authentication validation APIs (both C and Java APIs are available) to integrate
two-factor authentication into its application.
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Token Co-existence

In some cases, enterprise users may already have one time password (OTP) tokens from
another vendor. To protect its existing investment, an enterprise may want to phase in
VeriSign Unified Authentication tokens as existing tokens expire.

Figure 8 shows the token-migration feature of the VeriSign Unified Authentication
validation proxy. The scenario is similar to the secure-remote-access scenario described
carlier. The administrator can configure an external authentication server called the
delegation server. (Note that the external authentication server must support RADIUS.)
Upon receiving a request, the validation proxy always checks to see whether the user has
a valid VeriSign Unified Authentication token. If a token is enabled against the user
name in the user store, the validation proxy will validate the supplied credentials as usual.
However, if no VeriSign token is enabled, the validation proxy will attempt to
authenticate the supplied credentials against the configured delegation server.
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Figure 8: Application Scenario: Token Co-existence

In this scenario, Joe can securely access his enterprise resources using his PIN and
the VeriSign Unified Authentication token, while Jane can use her SecurID® token
tO access resources.
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+ Conclusion

Strong authentication is essential to cultivating a truly seamless, dynamic Internet, where
all people and all devices can be reliably identified in an open, interoperable, and
federated environment. Although existing proprietary strong-authentication software
resolves problems related to network access, its complexity and high cost of ownership
create barriers to adoption. Lack of interoperability and flexibility, limited integration,
poor scalability, and infrastructure and hardware costs are the key contributors to this
problem.

The VeriSign Unified Authentication solution addresses these issues by enabling
enterprises to leverage a single integrated platform for all their strong-authentication
needs. It reduces the cost of deployment by leveraging an enterprise’s existing
infrastructure and moving the complexity of security and scalability to VeriSign. Based
on guidelines developed by OATH, the open-reference architecture provides a common
interface for managing all types of credentials from multiple vendors. By reducing the
cost and complexity of strong authentication, the Unified Authentication solution
enables more ubiquitous adoption of strong authentication, thereby propelling enterprises
to the next level of innovation, sophistication, and complexity in online collaboration
and commerce.

VeriSign Unified Authentication Solution: Key Differentiators

Besides meeting key requirements for strong authentication, the VeriSign Unified
Authentication solution distinguishes itself from competing solutions by delivering the
following benefits:

More Value — VeriSign Unified Authentication provides a single integrated platform for
all strong authentication needs:
« It allows multiple credentials on a single platform (OTE, USB token, certificates,
and smart card).
« It supports all user types (employees, partners, and customers).

+ It includes multipurpose next-generation tokens that can be used in unplugged mode
for OTP validation or in plugged mode for digital certificate-based authentication.

Less Costs — VeriSign Unified Authentication delivers up to 25-40 percent lower TCO
than other two-factor authentication solutions:
« It uses cost-effective multipurpose next-generation tokens.

+ It allows re-use of existing infrastructure (directory, AAA servers, SSO middleware).
« It includes user self-service modules to decrease support costs.

« It reduces deployment and ongoing management and maintenance costs (when
enterprise adopts the outsourced service model).

Designed To Fit — VeriSign Unified Authentication leverages existing technology
investments and offers flexible deployment options:
« It uses common open standards such as X.509, RADIUS, LDAP, and ODBC to
enable enterprises to leverage existing infrastructure.
+ It enables enterprises to leverage their central user directory, user provisioning and

SSO middleware, AAA (RADIUS) servers, and administration tools.

« It integrates and deploys easily (unlike some proprietary, software-based models).

« It allows enterprises to run validation at VeriSign or in premise.
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Future Proof — VeriSign Unified Authentication provides a holistic, open solution that
can accommodate technology advances, long-term growth, and evolving business
requirements:
e It prevents enterprises from being locked in to proprietary solutions and allows
best-of-breed solutions.

* It supports strong authentication using smart cards, device-generated OTPs, and
digital certificates.

* It supports PKI-based encryption, digital signing, and nonrepudiation.

+ For More Information

For more information about the VeriSign Unified Authentication solution,
please contact our Unified Authentication Specialists at +65 6559 6124 or email
enterprise-sales@verisign.com.sg
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